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2. Svrha dokumenta

Ovaj dokument iskljucivo sluzi za korisnike CoreSignFL, CoreSignOL i CoreStamp sertifikata, koji
su preuzeli Thales IDPrime token, sa generisanim parom kljuCeva, od strane Registracionog tijela koji
dieluje u okviru Coreit sertifikacionog tijela (Coreit CA), sa namjerom da pristupe upotrebi sertifikata
koristec¢i Internet Explorer.

3. Kako zapocet koriséenje sertifikata”

3.1. Instdlacija software-a za korisCenje Thales
DFPrime tokena

Kako biste bili u moguc¢nosti da koristite sertifikate izdate na QSCD tokenu izdate od strane
Coreit Sertifikacionog tijela potrebno je instalirati Safenet Authentication Client software, verziju 10.9,
kao | Coreit SUB CA | Coreit ROOT CA sertifikate.

U zavisnosti od tipa operativnog sistema (32-bit ili 64-bit) potrebno je preuzeti odgovarajuci
instalacioni fajl sa linka koji ¢e biti poslat na Vasu e-mail adresu, nakon §to preuzmete token sa
odgovaraju¢im sertifikatima od strane Registracionog tijela. Ukoliko niste dobili automatski mejl sa
instalacionim fajlovima isti mozete zatraziti putem e-mail adrese podrSka@coreit.me

U nastavku je procedura za instalaciju Safenet Authentication Client za 64-bitni tip Windows 10
operativni sistema:

Instalacioni proces pocinje dvoklikom na instalacioni fajl (koji ste preuzeli sa linka iz foldera
SAC_Windows > 10.9 > x64 > SafeNetAuthenticationClient-x64-10.9.msi, koji otvara prozor kao
na slici 1. Instalacija se nastavlja pritiskom na dugme Next.

UPTIEO1 Strana 4 od 13 JAVNO



A coreit

F! SafeNet Authentication Client 10.9 Setup X

Welcome to the SafeNet Authentication
THALES Client 10.9 Installation Wizard

The Setup wizard will install SafeNet Authentication
Client 10.9 on your computer. To continue, click
Next.

It is strongly recommended that you close all
Windows programs before running the Setup wizard

< Back Cancel
Slika 1

Odaberite “l accept the terms in the license agreement”, i pritisnite Next (Slika 2).

ﬁ SafeNet Authentication Client 10.9 Setup X

License Agreement

THALES

Please read the following license agreement carefully.

THALES SOFTWARE LICENSE TERMS
SafeNet Authentication Client

Legal notice:

Thales software is not sold; rather, copies of Thales software are licensed all
the way through the distribution channel to the end user. UNLESS YOU HAVE
ANOTHER AGREEMENT DIRECTLY WITH THALES THAT CONTROLS AND
ALTERS YOUR USE OR DISTRIBUTION OF THE THALES SOFTWARE, THE TERMS

© | accept the license agreement
(O 1 do not accept the license agreement

InstallShield

< Back Cancel
Slika 2
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Na sledecem prozoru mozete odabrati lokaciju gdje zelite da smjestite instalaciju software-a.

Preporucujemo da ostavite ponudenu lokaciju i pritisnete Next (Slika 3).

U narednom koraku vazno je da odaberete opciju Custom tip instalacije (Slika 4).

M SafeNet Authentication Client 10.9 Setup

Destination Folder

Click Next to install to this folder, or click Changeto T HALE S
install to a different folder.

;7 Install SafeNet Authentication Client 10.9 to:

C:\Program Files\SafeNet\Authentication\ Change...

InstallShield

< Back Cancel

Slika 3

M SafeNet Authentication Client 10.9 Setup

Setup Type

THALES

Select the installation type.

O Typical
ﬁ Installs the cryptographic interfaces (PKCS#11 and
Microsoft Crypto Providers) for supported devices

() Minidriver Profile
@ Installs the cryptographic interfaces (PKCS#11 and
Microsoft Minidriver) for supported devices

© custom

@ Use this option to choose which middleware features
you want installed. Recommended for advanced users.

InstallShield

< Back Cancel

Slika 4
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Na ovom prozoru je neophodno da, pored svih ostalih komponenti, instalirate i IDPrime
PKCS#11 API implementaciju, kako biste svoje sertifikate mogli koristiti sa Mozilla Firefox
pretrazivaCem. Pritiskom na ikonicu X ~| otvorice Vam se lista sa opadaju¢im menijem, gdje je
potrebno da odaberete “Will be installed on local hard drive”, za IDPrime PKCS#11 komponentu,
nakon Cega pritiniste Next (Slika 5).

E SafeNet Authentication Client 10.9 Setup X

Installation Type
Select the installation type.

THALES

Click on an icon in the list below to chanae how a feature is installed.

@--_X_-| SafeNet Minidriver Feature Description:
- =J~| Token Engines

Installs the IDPrime

= &3] Core PKCS#11 AP
implementation with
multislot support for MD

anrde

requires OKB
1 drive.

X  Entire feature will be unavailable.

2. =~ | Kev Starane Provider

InstallShield

< Back Cancel

Slika 5

Pritisnite Install kako biste zapod&eli instalaciju (Slika 6).
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'8 SafeNet Authentication Client 10.9 Setup X

The wizard is ready to begin installation. THALES

Click Install to begin the installation.

If you want to review or change any of your installation settings, click Back.
Click Cancel to exit the wizard.

InstallShield

< Back % Install Cancel

Slika 6

Nakon zavrSene instalacije pritisnite Finish (Slika 7).

5 SafeNet Authentication Client 10.9 Setup X

InstallShield Wizard Completed

THALES

The wizard was interrupted before SafeNet
Authentication Client 10.9 could be completely
installed.

Your system has not been modified. To install this

program at a later time, please run the installation
again.

Click Finish to exit the wizard.

< Back Cancel

Slika 7
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3.2. Instalacia Coreit Root CA 1 Corelt Sub CA

Da bi ste uspjesno izvrSili instalaciju Coreit Root CA i Coreit Sub CA sertifikata, potrebno je iste
preuzeti sa linkova u nastavku:

Coreit Root CA - https://ca.coreit.me/CoreitRootCA.cer

Coreit Sub CA - https://ca.coreit.me/CoreitSubCA.cer

Nakon uspjesnog preuzimanja sertifikata, instalaciji pristupate dvoklikom na preuzete .cer file-
ove. U prvom koraku pritisnite na ,Install Certificate...” (Slika 8)

a Certificate X

General Details Certification Path

A Certificate Information

This certificate is intended for the following purpose(s):

* All issuance policies
« All application polides

Issued to: Coreit Root CA

Issued by: Coreit Root CA

valid from 10/7/2019 to 9/29/2043

Install Certficate...

Slika 8
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Zatim odaberite Current User i pritisnite Next (Slika 9).

X
“* Certificate Import Wizard

Welcome to the Certificate Import Wizard
This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store,
A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location

@ Current User

(O Local Machine
To continue, dick Next.

Mext Cancel

Slika 9

Otvara Vam se novi prozor gdje birate lokaciju skladiStenja sertifikata. Biranje lokacije na ovom
koraku zavisi od toga koji sertifikat instalirate:
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1. Ako vrSite instalaciju Coreit Root CA sertifikata (naziv fajla CoreitRootCA.cer), izaberite
opciju Place all certificates in the following store. Kliknite na Browse i izaberite Trusted
Root Certification Authorities store (slika 10).

€ ¥ Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(O Automatically select the certificate store based on the type of certificate
(® Place all certificates in the following store

Certificate store:
‘ Trusted Root Certification Authorities ‘ | Browse...

Cancel
Slika 10

2. Ako vrsite instalaciju Coreit Sub CA sertifikata (naziv fajla CoreitSubCA.cer), izaberite
opciju Place all certificates in the following store. Kliknite na Browse i izaberite
Intermediate Certification Authorities store (slika 11).
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€ L¥ Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specdify a location for
the certificate.

(O Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store

Certificate store:

Intermediate Certification Authorities Browse...

MNext Cancel

Slika 11

Da zavrsite proceduru instalacije, pritisnite Finish (Slika 12). Prilikom instalacije Coreit Root
CA sertifikata, mozete dobiti upozorenje (Slika 13) na koje Cete pritisnuti Yes.

X

€ &* Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.
You have specified the following settings:

(Ol O Da L LIS Intermediate Certification Authorities
Content Certificate

Cancel
Slika 12
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Security Warning

You are about to install a certificate from a certification
! authority (CA) claiming to represent:

Coreit Root CA

‘Windows cannot validate that the certificate is actually from

“Coreit Root CA", You should confirm its origin by contacting
“Coreit Root CA", The following number will assist you in this
process:

Thumbprint (shal): F6471037 D106BE3F9 8BC71D4B B3DB230F
6F61589A

‘Warning:

If you install this root certificate, Windows will automatically
trust any certificate issued by this CA. Installing a certificate
with an unconfirmed thumbprint is a security risk. If you click
“Yes” you acknowledge this risk.

Do you want to install this certificate?

Slika 13

Na kraju dobijate obavjeStenje da je instalacija sertifikata uspjeSno izvrSena (Slika 14).

Certificate Import Wizard X

o The import was successful,

Slika 14
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