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2. Svrha dokumenta

Ovaj dokument iskljucivo sluzi za korisnike CoreSignFL, CoreSignOL i CoreStamp sertifikata, koji
su preuzeli Thales IDPrime token, sa generisanim parom kljuCeva, od strane Registracionog tijela koji
dieluje u okviru Coreit sertifikacionog tijela (Coreit CA), sa namjerom da pristupe upotrebi sertifikata
koriste¢i macOS operativni sistem.

3. Kako zapocet koriséenje sertifikata”

3.1. Instdlacja software-a za korisCenje Thales
DFPrime tokena

Da biste mogli da pristupite koris¢enju Vasih sertifikata na macOS operativnom sistemu,
potrebno je da instalirate Safenet Authentication Client software. Instalacioni fajl software-a
preuzimate sa linka koji ¢e Vam biti poslat na VasSu e-mail adresu, nakon Sto preuzmete token sa
odgovaraju¢im sertifikatima od strane Registracionog tijela (ukoliko link niste dobili isti mozete
zadraziti putem email adrese podrska@coreit.me ) . Nakon $to pristupite link-u za preuzimanije,
potrebno je da iz foldera SAC_MAC > SAC 10.9 (MAC) preuzmete fajl pod nazivom
SafenetAuthenticationClient.10.9.2499.0.dmg.

Dvoklikom na fajl pod nazivom SafenetAuthenticationClient.10.9.pkg otvorice Vam se novi
prozor gdje je potrebno pritisnuti na Continue kako biste nastavili instalaciju (Slika 1).
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[ ] @ Install SafeNet Authentication Client B

Welcome to the SafeNet Authentication Client Installer

Welcome to the macOS Installation Program. You will be

® Introduction guided through the necessary steps to install this software.
License
- IMPORTANT:
estination Select For more details, see the SafeNet Authentication Client
ation Type Administrator Guide.
THALES Continue
Slika 1

Na License prozoru kliknite Continue, (Slika 2).
[ ) & Install SafeNet Authentication Client &)

Software License Agreement

<>

X English
Introduction

® License THALES SOFTWARE LICENSE TERMS
estination Select SafeNet Authentication Client
llation Type Legal notice:

% Thales software is not sold; rather, copies of Thales software are licensed all the
way through the distribution channel to the end user. UNLESS YOU HAVE
ANOTHER AGREEMENT DIRECTLY WITH THALES THAT CONTROLS AND
ALTERS YOUR USE OR DISTRIBUTION OF THE THALES SOFTWARE, THE
TERMS AND CONDITIONS OF THE APPLICABLE LICENSE AGREEMENTS
BELOW APPLY TO YOU. Please read the agreements applicable for the
products you want to use. Please be careful to read the agreement for the
software you want to use.

LICENSE AGREEMENT

IMPORTANT INFORMATION - PLEASE READ THIS AGREEMENT
CAREFULLY BEFORE OPENING THE PACKAGE AND/OR USING THE
CONTENTS THEREOF AND/OR BEFORE DOWNLOADING OR INSTALLING
THE SOFTWARE PROGRAM. ALL ORDERS FOR AND USE OF SOFTWARE
SUPPLIED BY Thales DIS CPL USA, Inc. (or any of its affiliates - either of them

THALES Print... Save... Go Back Continue
Slika 2
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Zatim se pritiskom na Agree slozite sa uslovima iz ugovora o licenciranju software-a (Slika 3).

To continue installing the software you must agree to the terms of the
software license agreement.

Click Agree to continue or click Disagree to cancel the installation and quit
the Installer.

Read License Disagree Agree

Slika 3

Izaberite opciju Install (Slika 4) i sacekajte uspijeSan zavrSetak instalacije (Slika 5).

@ © ¥ Install SafeNet Authentication Client a

_ Stan!d Install on‘MacintJ

This will take 75 MB of space on your computer.

Click Install to perform a standard installation of this software
on the disk “Macintosh HD".

Slika 4
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Nakon pritiska na dugme Close, mozete pristupiti koriS¢enju Vasih sertifikata na Thales
IDPrime tokenu.

[ ] & Install SafeNet Authentication Client 8

The installation was completed successfully.

Introduction

Licence
Destination Select

Installation Type

 Qigllsiien The installation was successful.
L ]
Summary The software was installed.
THALES

Slika 5

3.2. Instalacia Coreit Root CA 1 Corelt Sub CA

Da bi ste uspjesno izvrSili instalaciju Coreit Root CA i Coreit Sub CA sertifikata, potrebno je iste
preuzeti sa linkova u nastavku:

Coreit Root CA - https://ca.coreit.me/CoreitRootCA.cer

Coreit Sub CA - https://ca.coreit.me/CoreitSubCA.cer

Nakon uspjesnog preuzimanja sertifikata, instalaciju istih vrsite na slede¢i nadin:

Otvorite KeyChain Access konzolu (Applications > Keychain Access) i sa lijeve strane izaberite

System, a potom kliknite na dugme @ (Create a New Keychain ltem) koje se nalazi u gornjem
dijelu konzole (Slika 6).
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o ( ] Keychain Access Q Search

All Items Passwords Secure Notes My Certificates Keys Certificates

o login

o Local Items

o System I <+

@ System Roots Name Kind Expires Keychain

Slika 6
|z datoteke u kojoj je saCuvan odaberite CoreitRootCA.cer fajl koji ste preuzeli i kliknite Open.

Nakon S$to ukucate lozinku i modifikujete Keychain, Coreit Root CA ¢e uspijeSno biti
importovan unutar System Keychain folder-a (Slika 7).

Coreit Root CA
Root certificate authority
Expires: Wednesday, September 29, 2049 at 11:54:36 AM Central European Summer Time

© This root certificate

Name Kind Expires Keychain
[ http://openvpn.net/localca.html #1604159771 certificate Oct 29, 2030 at 4:56:11 PM  System
[z} DownloadManager certificate Dec 3, 2022 at 11:12:49 AM  System

» [C] DeploySuperadmin certificate Mar 28, 2034 at 3:37:00 PM System
3 coreit-CA certificate Nov 27, 2066 at 7:09:51 PM  System
W% Coreit Root CA certificate Sep 29, 2049 at 11:54:36... System
] com.apple.systemdefault certificate Mar 5, 2040 at 3:07:35 AM  System
. com.apple.kerberos.kdc certificate Mar 5, 2040 at 3:07:36 AM  System

Slika 7

Zadniji korak je uspostavit povjerenje sa Coreit Root CA sertifikatom. To Cete uspjeti tako Sto
Cete unutar sertifikata (dvoklikom na sertifikat se otvara novi prozor), otvoriti Trust i parametar “When
using this certificate” podesiti na Always Trust (Slika 8).
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Coreit Root CA

Coreit Root CA

Root certificate authority

Expires: Wednesday, September 29, 2049 at 11:54:36 AM Central European
Summer Time

@ This root certificate is not trusted

v Trust

When using this certificate v Use System Defaults |  ?

—
Secure Sockets Layer (SSL%

Secure Mail (S/MIME) | no vaiue specimea
Extensible Authentication (EAP) no value specified
IP Security (IPsec) no value specified
Code Signing  no value specified

Time Stamping  no value specified

[oJ ol ool of <&

X.509 Basic Policy no value specified

¥ Details
Subject Name

Country or Region
Organization
Other Name
Common Name

Issuer Name
Country or Region
Organization
Other Name
Common Name

ME

Coreit
VATME-02775018
Coreit Root CA

ME

Coreit
VATME-02775018
Coreit Root CA

Serial Number 3820876619142128937
Version 3
Signature Algorithm SHA-256 with RSA Encryption (1.2.840.113549.1.1.11)
Parameters None

Not Valid Before
Not Valid After

Monday, October 7, 2019 at 11:54:36 AM Central European Summer Time
Wednesday, September 29, 2049 at 11:54:36 AM Central European Summer
Time.

Public Key Info
Algorithm

Ravamatann

RSA Encryption (1.2.840.113549.1.1.1)

" Slkas

Zatvorite porozor, a zatim na slede¢em prozoru koji Vam se prikaze unesite lozinku racunara
kako bi se podeSavanja saCuvala (Slika 9).

Keychain Access

You are making changes to the
System Certificate Trust Settings.

Touch ID or enter your password to
allow this.

Cancel

Slika 9

Istu proceduru je potrebno da ponovite za importovanje Coreit Sub CA sertifikata. Nakon
uspijeSne instalacije sertikata Vasa Keychain Access konzola bi trebala da izgleda kao na slici 10.
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[ N ) Keychain Access ] Q Search

All Items Passwords Secure Notes My Certificates Keys Certificates

o,

login

o' Local Items

o System
@ System Roots Name ~  Kind Expires Keychain
@B Coreit Root CA certificate 29.9.2049. at 11:54:36 System
Coreit Sub CA certificate 2.10. 2039. at 12:03:44 System

Slika 10
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