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Instalacija Safenet Authentication Client software-a
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Prikaz sertifikata sa Thales IDPrime tokena unutar Safenet Authentication Client-a. 10
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P Svrha dokumenta

Ovaj dokument iskljucivo sluzi za korisnike CoreSignFL, CoreSignOL i CoreStamp sertifikata, koji
su preuzeli Thales IDPrime token, sa generisanim parom kljuceva, od strane Registracionog tijela koji
djeluje u okviru Coreit sertifikacionog tijela (Coreit CA), sa namjerom da pristupe upotrebi sertifikata.

3. Instdacja Safenet  Authentication  Client
software-a

Da bi ste pokrenuli instalaciju Safenet Authentication Client software-a, potrebno je preuzeti
odgovarajuci instalacioni paket na VaSem racunaru. Nakon preuzimanja Vaseg sertifikata dobicete
e-mail poruku sa linkom sa kojeg mozete da preuzmete Safenet Authentication Client. Pristupite
dobijenom link-u i preuzmite SAC_Windows.zip fajl. Unutar njega se nalazi MSI folder u kome se
nalaze instalacioni (.msi) fajlovi.

Napomena: Gore navedeni fajl je Safenet Authentication Client za Windows operativne sisteme.
Ukoliko zelite da izvrSite instalaciju na macOS-u preuzmite fajl sa nazivom SAC_macOS.zip. Detaljne
instrukcije instalacije su opisane unutar uputstva Kako zapod&eti koriS¢enje sertifikata izdatih na
ThalesIDPrime tokenu sa macOS kojeg mozete preuzeti sa
https://ca.coreit.me/manual/ COREUPTMOSO1.pdf.

U zavisnosti od tipa operativnog sistema (32-bit ili 64-bit) potrebno je pokrenuti instalaciju
odgovarajuceg instalacionog (.msi) fajla. Tip operativhog sistema je moguce provijeriti na slededi
nacin:

Start->Programs->Windows Administrative Tools->System Information
U sekciji OS Name je sadrzana informacija o verziji operativhog sistema
U sekciji System Type je jedna od mogucih informacija:

— Xx86 — based PC, za 32-bitni operativni sistem
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— XxB64 —based PC, za 64-bitni operativni sistem

U nastavku procedura za instalaciju (Safenet Authentication Client 10.8 (R2)) za 64-bitni tip
Windows 10 operativnog sistema:

Instalacioni proces pocinje dvoklikom na instalacioni fajl (SafeNetAuthenticationClient-x64-10.8-
R2.msi) koji otvara prozor kao na slici 1. Instalacija se nastavlja pritiskom na dugme Next.

ﬁSafeNet Authentication Client 10.8 R2 Setup X

Welcome to the SafeNet Authentication
THALES Client 10.8 R2 Installation Wizard

The Setup wizard will install SafeNet
Authentication Client 10.8 R2 on your computer.
To continue, click Next.

It is strongly recommended that you close all
Windows programs before running the Setup
wizard

< Back Cancel
Slika 1

Odaberite jezik na kojem Zelite da Vam se prikaze koriSnicki interfejs i pritisnite Next (Slika 2).
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SafeNet Authentication Client 10.8 R2 Setup X

Interface Language

Select the interface language. T H A L E 5

Select the SafeNet Authentication Client 10.8 R2 interface language:

English v

InstallShield

< Back Cancel
Slika 2

Odaberite “l accept the licence agreement” i pritisnite Next (Slika 3).

[[gSafeNet Authentication Client 10.8 R2 Setup X

License Agreement

THALES

Please read the following license agreement carefully.

THALES SOFTWARE LICENSE TERMS °
SafeNet Authentication Client

Legal notice:

Thales software is not sold; rather, copies of Thales software are licensed all
the way through the distribution channel to the end user. UNLESS YOU HAVE
ANOTHER AGREEMENT DIRECTLY WITH THALES THAT CONTROLS AND

ALTERS YOUR USE OR DISTRIBUTION OF THE THALES SOFTWARE, THE TERMS ¥

@ | accept the license agreement
O | do not accept the license agreement

InstallShield

< Back Cancel
Slika 3

UPTSACO1 Strana 6 od 11 JAVNO



A coreit

Na slede¢em prozoru mozete odabrati lokaciju gdje zelite da smijesite instalaciju software-a.
Preporucujemo da ostavite ponudenu lokaciju i da pritisnete Next (Slika 4).

ﬁSafeNet Authentication Client 10.8 R2 Setup X

Destination Folder

Click Next to install to this folder, or click Change to THALES
install to a different folder.

Install SafeNet Authentication Client 10.8 R2 to:
C:\Program Files\SafeNet\Authentication\ Change...

InstallShield

< Back Cancel
Slika 4

U ovom koraku je veoma vazno da izaberete Custom tip instalacije (Slika 5).

j(gil eNet Authentication Client 10.8 R2 Setup
Setup Type
Select the installation type. THALES
QO Typical
ﬁ Installs the cryptographic interfaces (PKCS#11 and

Microsoft Crypto Providers) for supported devices

O Minidriver Profile

jﬁ Installs the cryptographic interfaces (PKCS#11 and
. Microsoft Minidriver) for supported devices

(® Custom
]ﬁ Use this option to choose which middleware features
you want installed. Recommended for advanced use...
InstallShield

< Back Cancel
Slika 5
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Na ovom prozoru je neophodno da, pored svih ostalih komponenti, instalirate i IDPrime
PKCS#11 API implementaciju, kako bi ste svoje sertifikate mogli koristiti sa Mozilla Firefox

pretrazivadem. Pritiskom na ikonicu Xl otvorice Vam se lista sa opadajuéim meniiem, gdie je

potrebno da odaberete “Will be installed on local hard drive”, za IDPrime PKCS#11 komponentu,
nakon Cega pritiniste Next (Slika 6).

[ﬂ%l SafeNet Authentication Client 10.8 R2 Setup X

Installation Type

THALES

Select the installation type.

Click on an icon in the list below to chanae how a feature is installed.

+ x-1SafeNet Minidrive Feature Description:
i ==1Token Engings
---=:Core PKCS#11 API
=-1gTeken PKCS#11 implementation with
[E=| IDPrime PKCS#11 multislot support for MD

= Will be installed on local hard drive.

Installs the IDPrime

=/ =1 Entire feature will be installed on local hard drive.

) ) ; ature requires OKB
% Entire feature will be unavailable.

r hard drive.
--=-1Key Storage Provider
=-1SafeNet Key Storage Provider
=-1Gemalto IDPrime KSP v
InstallShield
< Back Cancel
Slika 6

Pritisnite Install kako bi ste zapoceli instalaciju (Slika 7).
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ﬁSafeNet Authentication Client 10.8 R2 Setup X

The wizard is ready to begin installation. THALES
Click Install to begin the installation.

If you want to review or change any of your installation settings, click
Back. Click Cancel to exit the wizard.

InstallShield

< Back Cancel
Slika 7

Nakon zavrSene instalacije pritisnite Finish (Slika 8).

ﬁSafeNet Authentication Client 10.8 R2 Setup X

SafeNet Authentication Client 10.8
R2 has been successfully
installed.

THALES

Click Finish to exit Setup.

< Back Cancel
Slika 8

Napomena: Proces instalacije software-a je potrebno izvrsiti na svaki raCunar na kome se planira
upotreba Thales IDPrime tokena.
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4. Prikaz serlifkata sa Thales [DPrime tokena
unutar Safenet Authentication Client-a

Da bi ste provijerili sadrzaj Thales IDPrime tokena, i validirali ispravan prikaz sertifikata koji se
njemu nalaze, potrebno je povezati Thales IDPrime token sa racunarom na kome je instaliran Safenet
Authentication Client.

Pronadite aplikaciju Safenet Authentication Client Tools medu instaliranim programima i
dvoklikom na istu ¢e Vam se otvorit prozor kao na slici 9.

@' SafeNet Authentication Client Tools - X

THALES

SafeNet Authentication Client 20128

V Test Only Test Only | / UL |
| *kkk Change Token Password |

r1. Unlock Token |

| ® Delete Token Content |

|

| p View Token Info

thalesgroup.com

Slika 9

Isto tako je mozete otvoriti pritiskom na ikonicu koja se nalazi u Traybar-u (U donjem
desnom uglu Vaseg monitor).

Kliknite na ikonicu ‘3 kako bi ste pristupili Advanced View prozoru.
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Ukoliko ste kupili CoreSignFL ili CoreSignOL sertifikate, unutar User Certificates Ce te pronaci
sertifikat za autentifikaciju, dok unutar CC Certificates mozete pronaci sertifikat za potpis (Slika 10).
Ukoliko ste kupili CoreStamp sertifikat njega mozete vidjeti unutar CC Certificates slota.

Klikom na svaki sertifikat pojedinacno, pojavice Vam se sadrzaj sertifikata koji sadrzi osnovne
informacije o njemu.

‘@ SafeNet Authentication Client Tools - X

THALES

SafeNet Authentication Client 201928

v -(8) SafeNet Authentication Client Tools FEE

v ‘; Tokens
v @ Test Only Te::t Only Certificate:
VB &%E'ng“‘e; o Serial number 73CC42FIET53 7989 A
. es‘t‘ iy Test Orly { Issued to Test Only Test Only (Potpis)
v gj CC certfficates .
; Issued by Coreit Sub CA
i & Test Only Test Only ( :
: > % Settings Valid from 30-Nov-2020
i *f(\‘}} Client Settings Valid to 30-Nov-2023
Intended purposes All application policies
Friendly name <None> 7
< >
Private key:
Cryptographic Provider eToken Base Cryptographic Provider ~
Container name p11H6F Aef(f2434bb 72
Modulus B9 14 57 52 F8 AD F1 B9 3E OF 79 E2 B6 16 0D 97 67 2B 6E 48 2C
Key size 2048 bits
Key specification AT_KEYSIGNATURE
Default key container Yes
Aundliary key container Yes 7
< > < >

thalesgroup.com

Slika 10
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