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2. Svrha dokumenta

Ovaj dokument iskljuCivo sluzi za korisnike CoreSignFL, CoreSignOL i CoreStamp sertifikata, koji
su preuzeli Thales IDPrime token, sa generisanim parom kljuceva, od strane Registracionog tijela koji
djeluje u okviru Coreit sertifikacionog tijela (Coreit CA), sa namjerom da pristupe upotrebi sertifikata
koriste¢i macOS operativni sistem.

3. Kako zapocet koriséenje sertifikata”

3.1. Instdlacja software-a za koriscenje Thales
DFrime tokena

Da bi ste mogli da pristupite koris¢enju Vasih sertifikata na macOS operativnom sistemu,
potrebno je da instalirate Safenet Authentication Client software. Instalacioni fajl software-a
preuzimate sa linka koji ¢e Vam biti poslat na Vasu e-mail adresu, nakon Sto preuzmete token sa
odgovaraju¢im sertifikatima od strane Registracionog tijela. Nakon §to pristupite link-u za
preuzimanje, potrebno je da preuzmete fajl pod imenom SAC_macOS.zip.

Preuzeti fajl raspakujete na VaSem racunaru i zapoCnite instalaciju software-a dvoklikom na fajl
pod nazivom SAC_10_2_Mac_Post_GA_RS.iso. Otvori¢e Vam se novi prozor gdje treba da otvorite
folder pod imenom Installation (Notarized) i dvokliikom da otvorite fajl po nazivom
SafeNetAuthenticationClient.10.2.109.0.dmg.

Nakon Sto otvorite fajl pod imenom SafeNet AuthenticationClient 10.2.pkg, pojavice Vam se
instalacioni wizzard kao na slici 1, koji ¢e Vas voditi kroz instalaciju samog software-a. Pritisnite
Continue da bi ste nastavili instalaciju.
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& Install SafeNet Authentication Client e

. This package will run a program to
N . determine if the software can be installed.

o Introducti - To keep your computer secure, you should only run
programs or install software from a trusted source. If

S| you're not sure about this software’s source, click
3 Cancel to stop the program and the installation. il be
titatio
Cancel Continue ftware.

For more details, see the SafeNet Authentication Client
Administrator Guide.

gemalto

Slika 1
Na Introduction prozoru odaberite Continue (Slika 2).

o & Install SafeNet Authentication Client a

Welcome to the SafeNet Authentication Client Installer

e Introduction gemalto

tirsation Welcome to the macOS Installation Program. You will be
guided through the necessary steps to install this software.

IMPORTANT:

For more details, see the SafeNet Authentication Client
Administrator Guide.

Continue

Slika 2
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Na License prozoru kliknite Continue, a zatim se pritiskom na Agree slozite sa uslovima iz
ugovora o licenciranju software-a (Slika 3).

& Install SafeNet Authentication Client -

To continue installing the software you must agree to the terms of the
software license agreement.
o Intl cjick Agree to continue or click Disagree to cancel the installation and quit
e Lic thelnstaller.

Read License Disagree Agree Jall
IE
hmar ANOTHER AGREEMENT DIRECTLY WITH SAFENET THAT CONTROLS AND

ALTERS YOUR USE OR DISTRIBUTION OF THE SAFENET SOFTWARE,
THE TERMS AND CONDITIONS OF THE APPLICABLE LICENSE
AGREEMENTS BELOW APPLY TO YOU. Please read the agreements
applicable for the products you want to use. Please be careful to read the
agreement for the software you want to use.

LICENSE AGREEMENT

o IMPORTANT INFORMATION - PLEASE READ THIS AGREEMENT
to CAREFULLY BEFORE OPENING THE PACKAGE AND/OR USING THE
CONTENTS THEREOF AND/OR BEFORE DOWNLOADING OR INSTALLING
THE SOFTWARE PROGRAM. ALL ORDERS FOR AND USE OF SOFTWARE
SUPPLIED BY SAFENET, INC. (or any of its affiliates - either of them referred

Print... Save... Go Back Continue

Slika 3

Izaberite Install (Slika 4) i saCekajte uspijeSan zavrSetak instalacije (Slika 5).

( ] & Install SafeNet Authentication Client a

Standard Install on “Untitled"”

Bk firoduction This will take 14.6 MB of space on your computer.

License Click Install to perform a standard installation of this software
for all users of this computer. All users of this computer will

Destination Select
B Selec be able to use this software.

e Installation Type

gemalto’

Go Back Install

Slika 4
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Nakon pritiska dugme Close, mozete pristupiti koris¢enju Vasih sertifikata na Thales IDPrime
tokenu.

o & Install SafeNet Authentication Client a

The installation was completed successfully.

Introduction
License
Destination Select
Installation Type

Installation

The installation was successful.

e Summary
The software was installed.

gemalto

Slika 5

3.2, Prikaz sertifikata sa Thales IDFrime tokena

Da bi ste provijerili sadrzaj Thales IDPrime tokena, i validirali ispravan prikaz sertifikata koji se
nalaze na njemu, potrebno je povezati Thales IDPrime token sa raCunarom na kome je instaliran
Safenet Authentication Client, Cija instalacija je prethodno prikazana u sekciji 3.1 ovog dokumenta.

Kako bi ste utvrdili pravilan prikaz Vasih sertifikata, nacin provjere zavisi od verzije operativhog
sistema VaSeg Mac uredaja:

1. Za sve verzie macOS-a provjeru mozete izvrSiti putem Safenet Authentication Client-a.
Unutar Applications foldera, dvoklikom na Safenet Authentication Client Tools otvarate
prozor kao Sto je prikazan na slici 6.
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[ ] SafeNet Authentication Client Tools

gemalto

SafeNet Authentication Client 2012 8

& Test Only Test Only

/ Rename Token

Change Token Password

™ Unlock Token

Delete Token Content

View Token Info

® GEMALTO0.COM

Slika 6

To mozete uraditi i pritiskom na Safenet Authenication Client ikonicu 2 koja se nalazi na
desnom uglu Vaseg monitora.

Kliknite na ikonicu # kako bi ste pristupili Advanced View prozoru.

Ukoliko ste kupili CoreSignFL ili CoreSignOL sertifikate, unutar User Certificate Ce te pronaci
sertifikat za autentifikaciju, dok unutar CC Certificate mozete pronadi sertifikat za potpis (Slika
7). Ukoliko ste kupili CoreStamp sertifikat njega mozete vidjeti unutar CC Certificate slota.

Klikom na svaki sertifikat pojedinacno, pojavic¢e Vam se sadrzaj sertifikata koji sadrzi osnovne
informacije o njemu.
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v () SafeNet Authentication Client To
v 4% Tokens
¥ ® Test Only Test Only
v [FlUser certificates
[ElTest Only Test Only (A
v §ICC certificates
» £¢ Settings
{6} Client Settings

BE S

Certificate:

Serial number
Issued to

Issued by

Valid from

Valid to

Intended purposes
State

Private key:

Container name

Modulus

Key size

Key specification

Secondary Authentication

Token authentication on application request

73 CC42F9E7 59 79 89
Test Only Test Only (Potpis)
Coreit Sub CA
30-Nov-2020

30-Nov-2023

All application policies
Valid

p11#6f7fef0f2434bb72

B9 14 57 52 F8 AD F1 B9 3E OF 79 E2 B6 16...

2048 bits
AT_KEYSIGNATURE
Enabled

Yes

Slika 7

® GEMALT0.COM

2. Za verziju macOS 10.14 i starije, sertifikatima, koji se nalaze na Thales IDPrime tokenu, je
moguce pristupiti i putem Keychain Access konzole (Finder > Applications > Utilities >
Keychain Access). Nakon Sto otvorite konzolu, sa lijeve strane ispod Keychains pojavice se
ime VaSeg tokena. Klikom na token, dobic¢ete prikaz Vasih sertifikata (Slika 8).

Keychains
@ Test Only Test Only
& login
& iCloud
@ System
& System Roots e
v [ Test Only Test Only (Autentifikacija)
9 1caa7238-5df1-4b
v @ Test Only Test Only (Potpis)
? 261fb327-353e-49

Kind
certificate
private key
certificate
private key

Slika 8

Expires

30 Nov 2023 at 23:17:34

30 Nov 2023 at 23:17:25

v Keychain
Test Only Test Only
Test Only Test Only
Test Only Test Only
Test Only Test Only

Za pristup detalianom prikazu sadrzaja sertifikata, dvoklikom na jednom od njin ,otvori¢e Vam

se prozor ka na slici 9.
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Test Only Test Only (Potpis)

Test Only Test Only (Potpis)
Issued by: Coreit Sub CA
Expires: Thursday, 30 November 2023 at 23:17:25 Central European

Standard Time

Trust

Details
Subject Name
Country or Region
Surname
Given Name
Serial Number
Common Name

Issuer Name
Country or Region
Organisation
Other Name
Common Name

Serial Number
Version

Signature Algorithm
Parameters

Not Valid Before

Not Valid After

Public Key Info
Algorithm
Parameters
Public Key
Exponent

Key Size
LGAVEET T

Signature

Extension
Critical
Usage

ME

Test Only

Test Only

1100000109

Test Only Test Only (Potpis)

ME

Coreit
VATME-02775018
Coreit Sub CA

8344117850706377097

3

SHA-256 with RSA Encryption (1.2.840.113549.1.1.11 )
None

Monday, 30 November 2020 at 23:17:25 Central European
Standard Time

Thursday, 30 November 2023 at 23:17:25 Central European
Standard Time

RSA Encryption ( 1.2.840.113549.1.1.1)
None

256 bytes: B9 14 57 52 F8 AD F1B9 ...
65537

2.048 bits

Verify

384 bytes: 02 33 F5 66 7B 3E B3 OF ...

Key Usage ( 2.5.29.15)
YES
Non-Repudiation

Slika 9
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Za verziju macOS 10.15 i noviju prikaz sertifikata nije moguce izvrsiti kroz KeyChain Access

konzolu. Osim prikaza kroz Safenet Authentication Client software, detekciju tokena i

sertifikata na njemu, za ove verzije operativnog sistema, mozete izvsiti samo putem komande

linije. Otvorite Terminal (Finder > Applications > Utilities > Terminal) i ukucajte sledece

komande:

security list-smartcards — za uspijeSno detektovanije tokena. Ukoliko niste povezali niti jedan

token sa raCunarom, pojavljuje se poruka “No smartcards found”.
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Ukoliko je token uspjesno detektovan, komanda sc_auth identities ¢e Vam omoguciti uvid
sertifikata unutar tokena (Slika 10).

SmartCard: com.gemalto.Gemalto-Smart-Card-Token.PKCS11-Token:3COBD6E1E9F759DA
Unpaired identities:

AC1DB456C9D064F311C5E2E755A9AA1EFE8AF214 certificate (Test Only Test Only (Autentifikacija))
15BA206A4E1D153269C5D8A960099B7A208D9DCY certificate (Test Only Test Only (Potpis))
Slika 10

Nakon §to ste uspijeSno izvrsili prikaz sertifikata koristeci jedan od nacina opisanih u ovoj sekciji,
potrebno je da pristupite instalaciji Coreit Root CA i Coreit Sub CA sertifikata na Vasem racunaru.

3.3. Instalacia Coreit Root CA | Coreit Sub CA

Da bi ste uspjesno izvrSili instalaciju Coreit Root CA i Coreit Sub CA sertifikata, potrebno je iste
preuzeti sa linkova u nastavku:

Coreit Root CA - https://ca.coreit.me/CoreitRootCA.cer

Coreit Sub CA - https://ca.coreit.me/CoreitSubCA.cer

Nakon uspjesnog preuzimanija sertifikata, instalaciju istih vrsite na sledec¢i nacin:

Otvorite KeyChain Access konzolu (Finder > Applications > Utilities > Keychain Access) i sa lijeve
strane izaberite System ispod Keychains, a ispod Category izaberite Certificates (Slika 11). Nakon

toga kliknite na dugme * (Create a New Keychain ltem) koje se nalazi na gornjem lijevom uglu
konzole. Odaberite CoreitRootCA.cer fajl koji se preuzeli i kliknite Open.
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Keychains\

http: html # 771
@ login Certfeate | poot certificate authority
@ Local ltems (| Expires: Tuesday, October 29, 2030 at 4:56:11 PM Central European Standard Time
© This certificate is marked as trusted for all users
T System Roots
Name - Kind Expires Keychain
) htm! 7 certificate Oct 29, 2030 at 4:56: System
[z DownloadManager certificate Dec 3, 2022 at 1:12: System
» (5] DeploySuperadmin certificate Mar 28, 2034 at 3:37:00 PM_System
= coreit-CA certificate Nov 27, 2066 at 7:09:51 PM  System
[5] com.apple.systemdefault certificate Mar 6, 2040 at 3:07:35 AM  System
[5] com.apple.kerberos.kdc certificate Mar 5, 2040 at 3:07:36 AM  System

Category
A Allitems
/.. Passwords
Secure Notes
& My Certificates
1 Keys

L Certificates

T

Slika 11

Nakon S$to ukucate lozinku i modifikujete Keychain, Coreit Root CA ¢e uspijeSno biti
importovan unutar System Keychain folder-a (Slika 12).

000 + @ Q
Keychains o
I - Coreit Root CA
@ login “leie | Root certificate authority
li Local Items Expires: Wednesday, September 29, 2049 at 11:54:36 AM Central European Summer Time
() System © This root certificate is not trusted
=) System Roots
Name ~ Kind Expires Keychain
[ http://openvpn.net/localca.html #1604159771 certificate Oct 29, 2030 at 4:56:11PM  System
[z} DownloadManager certificate Dec 3, 2022 at 11:12:49 AM  System
» [Z] DeploySuperadmin certificate Mar 28, 2034 at 3:37:00 PM System
m coreit-CA certificate Nov 27, 2066 at 7: 1PM System
W= Coreit Root CA certificate Sep 29, 2049 at 11:54:36... System
[l com.apple.systemdefault certificate Mar 5, 2040 at AM  System

[Z] com.apple.kerberos.kdc certificate Mar 5, 2040 at 3:07:36 AM  System

Category
A Allitems
/.. Passwords
Secure Notes
= My Certificates
I Keys
[ certificates

Slika 12
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Zadniji korak je uspostavit povjerenje sa Coreit Root CA sertifikatom. To ¢e te uspjeti tako Sto
Ce te unutar sertifikata (dvoklikom na sertifikat se otvara novi prozor), otvoriti Trust i parametar “When
using this certificate” podesiti na Always Trust (Slika 13).

Coreit Root CA

Coreit Root CA

Root certificate authority

.| Expires: Wednesday, September 29, 2049 at 11:54:36 AM Central European
I Summer Time

© This root certificate is not trusted

v Trust

When using this certificate v Use System Defaults |  ?

—
Secure Sockets Loyer (st ML L I

Never Trust
Secure Mail (S/MIME) = no vaiue specimiea
Extensible Authentication (EAP)

IP Security (IPsec)
Code Signing
Time Stamping

X.509 Basic Policy

no value specified
no value specified
no value specified
no value specified

no value specified

(o ofofolof 8

¥ Details
Subject Name
Country or Region
Organization
Other Name
Common Name

Issuer Name
Country or Region
Organization
Other Name
Common Name

Serial Number
Version

Signature Algorithm
Parameters

Not Valid Before
Not Valid After

Public Key Info
Algorithm

ME

Coreit
VATME-02775018
Coreit Root CA

ME

Coreit
VATME-02775018
Coreit Root CA

3820876619142128937

w

SHA-256 with RSA Encryption (1.2.840.113549.1.1.11)
None

Monday, October 7, 2019 at 11:54:36 AM Central European Summer Time

Wednesday, September 29, 2049 at 11:54:36 AM Central European Summer
Time

RSA Encryption (1.2.840.113549.1.1.1)

"""" Slika 13

Zatvorite porozor, a zatim na slede¢em prozoru koji Vam se prikaze unesite lozinku racunara

i pritisnite Update Settings (Slika 14).

You are making changes to the System Certificate
Trust Settings.

Enter your password to allow this.

User Name: User

Password: ooooo.o..| ‘

Cancel

Slika 14

Update Settings
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Istu proceduru je potrebno da ponovite za importovanje Coreit Sub CA sertifikata. Nakon
uspijeSne instalacije sertikata Vasa Keychain Access konzola bi trebala da izgleda kao na slici 15.

o0 e + Q
Keychains
w login
u’ Local Items

() System
=) System Roots

Name v Kind Expires Keychain
= http://openvpn.net/localca.html #1604159771 certificate Oct 29, 2030 at 4:56:11PM  System
[ DownloadManager certificate Dec 3, 2022 at 11:12:49 AM  System

» [Z] DeploySuperadmin certificate Mar 28, 2034 at 3:37:00 PM  System
[#4 coreit-CA certificate Nov 27, 2066 at 7:09:51 PM System
E Coreit Sub CA certificate Oct 2, 2039 at 12:03:44 PM  System
[#) Coreit Root CA certificate Sep 29, 2049 at 11:54:36... System
=] com.apple.systemdefault certificate Mar 5, 2040 at 3:07:35 AM  System
[Z] com.apple.kerberos.kdc certificate Mar 5, 2040 at 3:07:36 AM  System

Category
A Al ltems
/.. Passwords
Secure Notes
= My Certificates
I Keys
L certificates

Slika 15
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3.4, Dodatna podesavanja za Mozlla Frrefox

Ukoliko ste uspijeSno odradili sve prethodne korake, sertifikati na VaSem tokenu ¢e Vam
automatski biti dostupni prikom koris¢enja Safari ili Google Chorme Web pretrazivaca. Da bi Vam
sertifikati bili dostupni za koriS¢enje sa Mozilla Firefox pretrazivaem potrebna je instalacija

sigurnosnog modula.

Otvorite Mozilla Firefox pretraziva¢ i u gornjem desnom uglu otvorite Menu i izaberite

Preferences polje (Slika 16).

v o &[]

@® Sign in to Firefox >

U Protections Dashboard

E2 New Window %N

©9 New Private Window SHEP
Zoom - 100% + 2
Edit

I\ Library >

=0 Logins and Passwords

& Add-ons ORA

I 3% Preferences BS,I

L7 Customize...

Open File... #0
Save Page As... #S
&= Print... %P
More >
Web Developer >
%5 What's New >
® Help >

Slika 16
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Sa lijeve strane kliknite na Privacy & Security i nadjite sekciju Certificates, gdje Ce te pritisnuti
dugme Security Devices (Slika 17).

2% cenera R R

/| Warn you about unwanted and uncommon software
Q Home

Q_ search Certificates
When a server requests your personal certificate

a Privacy & Security Select one automatically

8 Sync ® Ask you every time

Query OCSP responder servers to confirm the current validity of View Certificates...

certificates
—_— Security Devices...

Slika 17

Na novom prozoru kliknite Load, i unutar Module filename-a unesite slede¢u putanju (Slika
18):

/usr/local/lib/pkes11/libIDPrimePKCS11.dylib

Device Manager X
Security Modules and Devices Details Value
Vv NSS Internal PKCS #11 Module
Generic Crypto Services
Software Security Device [} Load PKCS#11 Device Driver

‘v Builtin Roots Module
Enter the information for the module you want to add.

NSS Builtin Objects Load
Module Name New PKCS#11 Module
Module filename | 1/libIDPrimePKCS11.dylib | Browse... Unload
concel (D

Slika 18
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Napomena: Sigurnosni modul je moguée dodati ukoliko ste prethodno izvrSili instalaciju
Safenet Authentication Client software-a.

Pritisnite OK , restartujte pretraziva¢ (ugasite i otvorite Mozilla Firefox pretrazivag) a zatim
provjerite da li su serifikati uredno prikazni untar pretrazivaca. Da bi ste to uradili, umjesto Security
Devices sada izaberite View Certificates (Menu > Preferences >Privacy & Security > View Certificates)
(Slika 19).

v/ | BIOCK dangerous downioads

Q Home
Q Search

a Privacy & Security

/| Warn you about unwanted and uncommon software

Certificates

When a server requests your personal certificate

I | N
&~ Sync Select one automatically l

® Ask you every time

7 Query OCSP responder servers to confirm the current validity of View Certificates...

certificates
Security Devices...

Slika 19

U zavisnosti od broja sertifikata kojih imate na tokenu (CoreSignFL i CoreSignOL sadrze
dva(2) sertifikata, dok CoreStamp sadrzi jedan(1)), Mozilla Firefox ¢e od Vas zatraziti da unsete
password jedan ili dva puta.

Napomena: Da bi ste razumijeli strukturu sertifikata unutar VaSeg tokena, snazno Vam
preporuéujemo da pogledate Uputstvo za promjenu korisnicke lozinke i PIN-a na Thales IDPrime
tokenu koje mozete preuzeti sa https://ca.coreit.me/uputstva.

Unesite PIN sa koverte koji ste dobili prilikom kupovine sertifikata. Nakon unosa otvori¢e Vam
se Certificate Manager (Slika 20) prozor, gdje mozete izvrSiti uvid u VaSe sertifikate. Da bi ste
pogledali sadrzaj Vaseg sertifikat mozete markirati sertifikat i kliknuti View.
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Certificate Manager

Your Certificates Authentication Decisions People Servers Authorities
You have certificates from these organizations that identify you
Certificate Name Security Device Serial Number 2]
v Coreit

Test Only Test Only (Autentifikacija) Test Only Test Only

Test Only Test Only (Potpis) Test Only Test Only (Digital Sig 73:CC:42:F9:E7.... ..
View... Backup... Backup All... Import... Delete...
4
Slika 20
VAZNA NAPOMENA

Prilikom pregleda VaSih sertifikata (Slika 20), NE SMIJETE PRITISNUTI DUGME
DELETE. Ako to uradite, NEPOVRATNO Ce te izbrisat sertifikat sa VaSeg tokenal!

U slucaju da pritisnite dugme DELETE dobicete upozorenje na kome MORATE

odabrati CANCEL dugme!

Brisanje sertifikata sa Mozilla Firefox pretrazivaca je u potpunosti Vasa odgovomost!!!

Ukoliko izbriSete Vas$ sertifikat, NE postoji naCin da ga vratite. U tom sluCaju morate
da pokrenete proceduru za izdavanje novog sertifikata i platite iznos koji je za to

predviden.
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3.5. Instdlacija Corett Root CA | Corelt Suo CA
sertifikata na Mozlla Frefox pretrazivacu

Osim instalacije Coreit Root CA i Coreit Sub CA sertifikata na macOS, isto je potrebno uraditi i
na Mozilla Firefox pretrazivacu.

Otvorite Mozilla Firefox pretrazivaCa a zatim otvorite View Certificates prozor (Menu > Preferences
>Privacy & Security > View Certificates). I1zaberite Authorities tab a zatim kliknite Import (Slika 21).

Certificate Manager X

Your Certificates Authentication Decisions People Servers Authorities

You have certificates on file that identify these certificate authorities

Certificate Name Security Device 5
v AC Camerfirma S.A. 8

Chambers of Commerce Root - 2008 Builtin Object Token

Global Chambersign Root - 2008 Builtin Object Token
v AC Camerfirma SA CIF A82743287

Camerfirma Chambers of Commerce Root Builtin Object Token

Camerfirma Global Chambersign Root Builtin Object Token .

Edit Trust. Import... Export Delete or Distrust
Slika 21

Odaberite CoreitRootCA.cer fajl koji ste preuzeli i kliknite Open.
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Otvori¢e Vam se prozor gdje treba da potvrdite povjerenje sa Coreit Root CA sertifikatom.
Cekirajte oba polja i pritsnite OK (Slika 22).
You have been asked to trust a new Certificate Authority (CA).

Do you want to trust “Coreit Root CA” for the following purposes?
Trust this CA to identify websites.

Trust this CA to identify email users.

Before trusting this CA for any purpose, you should examine its certificate and its policy
and procedures (if available).

View Examine CA certificate

Slika 22

Istu proceduru import-ovanja ponovite za CoreitSubCA.cer fajl.
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