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2. Svrha dokumenta

Ovaj dokument iskljuCivo sluzi za korisnike CoreSignFL, CoreSignOL i CoreStamp sertifikata, koji
su preuzeli Thales IDPrime token, sa generisanim parom kljuceva, od strane Registracionog tijela koji
djeluje u okviru Coreit sertifikacionog tijela (Coreit CA), sa namjerom da pristupe upotrebi sertifikata
koriste¢i Mozilla Firefox pretrazivac.

3. Kako zapocet koriscenje sertifikata’”

3.1. Instdlacia software-a za koriscenje Thales
DFPrime tokena

Da bi Vam sertifikati bili dostupni za koriS¢enje sa Mozilla Firefox pretrazivaCem, potrebno je da
izvrSite instalaciju Safenet Minidriver-a ili Safenet Authentication Client software-a.

Ukoliko zelite da koriste Safenet Minidriver, potrebno je izvrsiti instalaciju odgovarajuc¢eg
Minidiriver-a instalacionog paketa kojeg je moguce preuzeti sa https://ca.coreit.me/softveri

Preporuka je da se za potrebe koriS€enja sertifikata, umjesto Minidriver-a, izvrSi instalacija
Safenet  Authentication  Client-a  (upustvo za instalaciju se moze preuzeti sa
https://ca.coreit.me/uputstva). Ako je instalacija Safenet Authentication Client-a prethodno izvrSena,

preskocCite instalaciju Minidriver software-a i nastavite na sekciju 3.2 ovog uputstva.

Napomena: Safenet Authentication Client i Safenet Minidriver nije moguce imati istovremeno na
racunaru. Ukoliko Zelite da instalirate Safenet Authentication Client potrebno je deinstalirati Safenet
Minidriver ukoliko je prethodno bio instaliran i obrnuto.

U zavisnosti od tipa operativnog sistema (32-bit ili 64-bit) potrebno je preuzeti odgovarajuci
software-ski paket Minidriver-a. Tip operativnog sistema je moguce provjeriti na sledeci nacin:
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Start->Programs->Windows Administrative Tools->System Information
U sekciji OS Name je sadrzana informacija o veriji operativnog sistema
U sekciji System Type je jedna od mogucih informacija:

—  x86 — based PC, za 32-bitni operativni sistem

— Xx64 —based PC, za 64-bitni operativni sistem

U nastavku procedura za instalaciju (Safenet Minidriver 10.8 (R2)) za 64-bitni tip Windows 10
operativnog sistema:

Instalacioni proces pocinje dvoklikom na instalacioni fajl (Safenet-Minidriver-x64-10.8-R2.msi)
koji otvara prozor kao na slici 1. Instalacija se nastavlja pritiskom na dugme Next.

}?%SafeNet Minidriver 10.8 R2 - InstallShield Wizard X

Welcome to the SafeNet Minidriver 10.8 R2
THALES Installation Wizard

The Setup wizard will install SafeNet Minidriver 10.8 R2 on your
computer. To continue, click Next.

WARNING: This program is protected by copyright law and
international treaties.

Slika 1.

Odaberite “l accept the terms in the license agreement”, i pritisnite Next (Slika 2).
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jgﬁ;tlSafeNet Minidriver 10.8 R2 - InstallShield Wizard X

License Agreement

THALES

Please read the following license agreement carefully.

A

END USER LICENSE AGREEMENT

IMPORTANT-READ CAREFULLY:

This End-User License Agreement for Thales software (“EULA”) is a legal and
binding agreement between you and the subsidiary or affiliate of Gemalto
holding B.V. (“Thales”) that distributed this version of the Software (as

defined below) under this EULA (“Thales”). “You” are a person or legal entity
wishing to use the Software. This EULA governs your use of all of the v

(@1 accept the terms in the license agreement

()1 do not accept the terms in the license agreement

< Back Cancel
Slika 2

InstallShield

Na slede¢em prozoru ostavite odabranu opciju “SAC Tray Application (for Change/Unblock PIN)”
i pritisnite Install (Slika 3).

I}%‘SafeNet Minidriver 10.8 R2 - InstallShield Wizard X

THALES

Ready to Install the Program

The wizard is ready to begin installation.
Click Install to begin the installation.

If you want to review or change any of your installation settings, click Back. Click Cancel to
exit the wizard.

SAC Tray Application (for Change/Unblock PIN)

InstallShield
< Back Glnstall Cancel

Slika 3
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Nakon zavrSene instalacije pritisnite Finish (Slika 4).

j@SafeNet Minidriver 10.8 R2 - InstallShield Wizard X

InstallShield Wizard Completed
THALES

\

‘ Click Finish to exit Setup.

< Back Cancel
Slika 4

Napomena: Proces instalacije software-a opisanog u sekciji 3.1 je potrebno izvrSiti na svaki racunar
na kome se planira upotreba Thales IDPrime tokena.

3.2 Prkaz serffikata sa Thales [DFPrime tokena na
\Vozlla Frrefox pretrazivacu

Kako bi smo provjerili sadrzaj Thales IDPrime tokena i validirali ispravan prikaz sertifikata koji se
na njemu nalaze, potrebno je Thales IDPrime token povezati sa raCunarom. Zatim je neophodno
ucitati sigurnosni modul, a u zavisnosti od toga da li ste izvrSili instalaciju Safenet Minidriver-a ili
Safenet Authentication Client-a koraci za uCitavanje sigurnosnog modula su razli¢iti:

Otvorite Mozilla Firefox pretrazivaC i u gornjem desnom uglu otvorite Menu i izaberite Options
polie (Slika 5).
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Slika 5

Sa lijeve strane kliknite na Privacy & Security i nadjite sekciju Certificates, gdje Ce te pritisnuti

dugme Security Devices (Slika 6).

'ﬁ' General
G Home
Q Search

a Privacy & Security

c Sync

__________ T e

/| Warn you about unwanted and uncommon software

Certificates
When a server requests your personal certificate

Select one automatically
® Ask you every time

Query OCSP responder servers to confirm the current validity of View Certificates...

certificates
—_— Security Devices...

Slika 6
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1. Ukoliko koristite Safenet Minidriver uradite sledece:

Na novom prozoru kliknite Load, i unutar Module filename-a unesite odgovaraju¢u putanju u

zavisnosti od tipa operativnog sistema (Slika 7).

Za 32-bitni Windows operativni sistem:

C:\Program Files\SafeNet\Authentication\SAC\x32\IDPrimePKCS11.dll
Za 64-bitni Windows operativni sistem:

C:\Program Files\SafeNet\Authentication\SAC\x64\IDPrimePKCS1164.dll

Device Manager X
Security Modules and Devices Details Value
Vv NSS Internal PKCS #11 Module
Generic Crypto Services
Software Security Device @ Load PKCS#11 Device Driver - X
Vv Builtin Roots Module Enter the information for the module you want to add. Load
NSS Builtin Objects Module Name New PKCS#11 Module
v NXP PKCS#11 Module Module filename t;\Program Files\SafeNet\AL Browse...
Cance
Slika 7
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2. Ukoliko koristite Safenet Authentication Client uradite sledece:

Izaberite eToken na ljevom panelu i pritisnite Unload (Slika 8).

Device Manager

Security Modules and Devices Details Value
Vv NSS Internal PKCS #11 Module Module eToken
Generic Crypto Services Path eTPKCS11.DLL

Software Security Device

.
Loa
V Builtin Roots Module
NSS Builtin Objects —_—

v NXP PKCS#11 Module

Slika 8
Potvrdite brisanje sigurnosnog modula pritiskom na dugme OK.

Nakon toga kliknite Load, i unutar Module filename-a unesite odgovaraju¢u putanju u

zavisnosti od tipa operativnog sistema (Slika 7).

Za 32-bitni Windows operativni sistem:

C:\Program Files\SafeNet\Authentication\SAC\x32\IDPrimePKCS11.dll
Za 64-bitni Windows operativni sistem:

C:\Program Files\SafeNet\Authentication\SAC\x64\IDPrimePKCS1164.dlI
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Pritisnite OK , restartujte pretraziva¢ (ugasite i otvorite Mozilla Firefox pretrazivac) a zatim
provjerite da li su serifikati uredno prikazni untar pretrazivaca. Da bi ste to uradili, umjesto Security
Devices sada izaberite View Certificates (Menu > Options >Privacy & Security > View Certificates)
(Slika 9).

/| BIOCK Gangerous aownioaas

Home
Q /| Warn you about unwanted and uncommon software
Q Search

n Privacy & Security Certificates

When a server requests your personal certificate

I | .
r~ Sync Select one automatically l

® Ask you every time

7 Query OCSP responder servers to confirm the current validity of View Certificates...

certificates
Security Devices...

Slika 9

U zavisnosti od broja sertifikata kojih imate na tokenu (CoreSignFL i CoreSignOL sadrze
dva(2) sertifikata, dok CoreStamp sadrzi jedan(1)), Mozilla Firefox ¢e od Vas zatraziti da unesete
password jedan ili dva puta.

Napomena: Da bi ste razumijeli strukturu sertifikata unutar VaSeg tokena, snazno Vam
preporuéujemo da pogledate Uputstvo za promjenu korisnicke lozinke i PIN-a na Thales IDPrime
tokenu koje mozete preuzeti sa https://ca.coreit.me/uputstva.

Unesite PIN sa koverte koji ste dobili prilikom kupovine sertifikata. Nakon unosa otvori¢e Vam
se Certificate Manager (Slika 10) prozor, gdje mozete izvrSiti uvid u VaSe sertifikate. Da bi ste
pogledali sadrzaj Vaseg sertifikat mozete markirati sertifikat i kliknuti View.
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Certificate Manager

Your Certificates Authentication Decisions People Servers Authorities
You have certificates from these organizations that identify you
Certificate Name Security Device Serial Number B
v Coreit

Test Only Test Only (Autentifikacija) Test Only Test Only

10:D3:43:A9:EQ:... ...

Test Only Test Only (Potpis) Test Only Test Only (Digital Sig 73:CC:42:F9:E7.... ..
View... Backup... Backup All... Import... Delete...
4
Slika 10
VAZNA NAPOMENA

Prilikom pregleda VaSih sertifikata (Slika 20), NE SMIJETE PRITISNUTI DUGME
DELETE. Ako to uradite, NEPOVRATNO Ce te izbrisat sertifikat sa VaSeg tokenal!

U slucaju da pritisnite dugme DELETE dobicete upozorenje na kome MORATE

odabrati CANCEL dugme!

Brisanje sertifikata sa Mozilla Firefox pretrazivaca je u potpunosti Vasa odgovomost!!!

Ukoliko izbriSete Vas$ sertifikat, NE postoji naCin da ga vratite. U tom sluCaju morate
da pokrenete proceduru za izdavanje novog sertifikata i platite iznos koji je za to

predviden.
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3.3. Instalacia Coreit Root CA 1 Corelt Sub CA

Da bi ste uspjesno izvrsili instalaciju Coreit Root CA i Coreit Sub CA sertifikata, potrebno je iste

preuzeti sa linkova u nastavku:

Coreit Root CA - https://ca.coreit.me/CoreitRootCA.cer

Coreit Sub CA - https://ca.coreit.me/CoreitSubCA.cer

Nakon uspjeSnog preuzimanja sertifikata, instalaciji istin pristupate otvaranjem Mozilla Firefox
pretrazivaca a zatim ponovo otvarate View Certificates prozor (Menu > Options >Privacy & Security
> View Certificates). Izaberite Authorities tab a zatim kliknite Import (Slika 11).

Certificate Manager X

Your Certificates Authentication Decisions People Servers Authorities

You have certificates on file that identify these certificate authorities

Certificate Name Security Device =l
v AC Camerfirma S.A. ”

Chambers of Commerce Root - 2008 Builtin Object Token

Global Chambersign Root - 2008 Builtin Object Token
Vv AC Camerfirma SA CIF A82743287

Camerfirma Chambers of Commerce Root Builtin Object Token

Camerfirma Global Chambersign Root Builtin Object Token .

View Edit Trust. Import... Export... Delete or Distrust
f
Slika 11
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Odaberite CoreitRootCA.cer fajl koji ste preuzeli i kliknite Open.

Otvori¢e Vam se prozor gdje treba da potvrdite povjerenje sa Coreit Root CA sertifikatom.
Cekirajte oba polja i pritsnite OK (Slika 12).

Downloading Certificate X

You have been asked to trust a new Certificate Authority (CA).

Do you want to trust “Coreit Root CA” for the following purposes?
Trust this CA to identify websites.
Trust this CA to identify email users.

Before trusting this CA for any purpose, you should examine its certificate and its policy and
procedures (if available).

View Examine CA certificate

Slika 12
Istu proceduru import-ovanja ponovite za CoreitSubCA.cer fajl.

Pored instalacije Coreit Root CA i Coreit Sub CA sertifikata na Mozilla Firefox pretrazivacu
preporucujemo da instalaciju istih izvrSite na samom operativnom sistemu. Za viSe detalja pogledajte
uputsvp Kako zapocCeti koriSéenje sertifikata izdatih na Thales IDPrime tokenu sa Internet Explorer
(Windows OS), sekcija 3.3 kojeg mozete preuzeti sa https://ca.coreit.me/uputstva
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