A coreit

<ako zapocet! koriscenje sertifikata izdatin na
Thales IDPrime tokenu sa Intemet Explorer
Windows O5)

Datum: 01.12.2020.

Oznaka dokumenta: UPTIEO1
Verzija: 1.0

UPTIEO1 Strana 1 od 14 JAVNO



A coreit

Istorijat izmjena

Verzija | Datum Broj promjena Opis promjena

1.0 Inicijalna verzija dokumenta

Preispitivanje dokumenta

Datum sliede¢eg zakazanog preispitivanja

Distribucija

Naziv Naslov
Svi

Odobrio

Ime Pozicija Potpis Datum
Vuk Vujovi¢ COO

UPTIEO1 Strana 2 od 14 JAVNO



A coreit

1. Sadrzg)

LS 7= o | 2. | PSSO PPPPRPPRTTRIN 3
2 V1 0 F= e (0] (U 11T | €= B PSURRPPP 4
3.  Kako zapoceti koriS€enje Sertifikata? ..........oovvvvuiiiiiiiii 4
3.1.  Instalacija software-a za koriS¢enje Thales IDPrime tokena............cccceeeeiiiiiieeennnnn. 4
3.2.  Prikaz sertifikata sa Thales IDPrime tokena na Internet Explorer-u ................oooo. 7
3.3. Instalacija Coreit Root CA i Coreit SUb CA......coooiii e 11

UPTIEOA Strana 3 od 14 JAVNO



A coreit

2. Svrha dokumenta

Ovaj dokument iskljucivo sluzi za korisnike CoreSignFL, CoreSignOL i CoreStamp sertifikata, koji
su preuzeli Thales IDPrime token, sa generisanim parom kljuceva, od strane Registracionog tijela koji
djeluje u okviru Coreit sertifikacionog tijela (Coreit CA), sa namjerom da pristupe upotrebi sertifikata
koristec¢i Internet Explorer.

3. Kako zapocet koriscenje sertifikata’”

3.1. Instdlacja software-a za koriscenje Thales
DFPrime tokena

U velikom broju slu¢ajeva, bez dodatne instalacije software-a, prilikom povezivanja Thales
IDPrime tokena sa racunarom, pokrece se inicijalna Plug&Play instalacija i sertifikati koji se nalaze na
samom tokenu je moguce ucitati kroz Internet Explorer web browser.

U sluCaju neuspjelog ucitavanja sertifikata kroz Internet Explorer, potrebno je izvrsiti instalaciju
odgovarajuc¢eg Minidiriver-a kojeg je moguce preuzeti sa https://ca.coreit.me/softveri

Preporuka je da se za potrebe koriS€enja sertifikata, umjesto Minidriver-a, izvrSi instalacija
Safenet  Authentication  Client-a  (upustvo za instalaciju se moze preuzeti sa
https://ca.coreit.me/uputstva). Ako je instalacija Safenet Authentication Client-a prethodno izvrSena,

preskocCite instalaciju Minidriver software-a i nastavite na sekciju 3.2 ovog uputstva.

Napomena: Safenet Authentication Client i Safenet Minidriver nije moguce imati istovremeno na
racunaru. Ukoliko Zelite da instalirate Safenet Authentication Client potrebno je deinstalirati Safenet

Minidriver ukoliko je prethodno bio instaliran i obrnuto.
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U zavisnosti od tipa operativnog sistema (32-bit ili 64-bit) potrebno je preuzeti odgovarajuci
software-ski paket Minidriver-a. Tip operativnog sistema je moguce provjeriti na sledeci nacin:

Start->Programs->Windows Administrative Tools->System Information
U sekciji OS Name je sadrzana informacija o veriji operativnog sistema
U sekciji System Type je jedna od mogucih informacija:

—  x86 — based PC, za 32-bitni operativni sistem

— XxB64 - based PC, za 64-bitni operativni sistem

U nastavku procedura za instalaciju (Safenet Minidriver 10.8 (R2)) za 64-bitni tip Windows 10
operativnog sistema:

Instalacioni proces pocinje dvoklikom na instalacioni fajl (Safenet-Minidriver-x64-10.8-R2.msi)
koji otvara prozor kao na slici 1. Instalacija se nastavlja pritiskom na dugme Next.

}E#SafeNet Minidriver 10.8 R2 - InstallShield Wizard X

Welcome to the SafeNet Minidriver 10.8 R2
THALES Installation Wizard

sz

The Setup wizard will install SafeNet Minidriver 10.8 R2 on your
computer. To continue, click Next.

WARNING: This program is protected by copyright law and
international treaties.

Slika 1.

Odaberite “l accept the terms in the license agreement”, i pritisnite Next (Slika 2).
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jngafeNet Minidriver 10.8 R2 - InstallShield Wizard X

License Agreement

THALES

Please read the following license agreement carefully.

A

END USER LICENSE AGREEMENT

IMPORTANT-READ CAREFULLY:

This End-User License Agreement for Thales software (“EULA”) is a legal and
binding agreement between you and the subsidiary or affiliate of Gemalto
holding B.V. (“Thales”) that distributed this version of the Software (as

defined below) under this EULA (“Thales”). “You” are a person or legal entity
wishing to use the Software. This EULA governs your use of all of the v

(@1 accept the terms in the license agreement

(1 do not accept the terms in the license agreement

< Back Cancel
Slika 2

InstallShield

Na slede¢em prozoru ostavite odabranu opciju “SAC Tray Application (for Change/Unblock PIN)”
i pritisnite Install (Slika 3).

E%]SafeNet Minidriver 10.8 R2 - InstallShield Wizard X

THALES

Ready to Install the Program

The wizard is ready to begin installation.
Click Install to begin the installation.

If you want to review or change any of your installation settings, click Back. Click Cancel to
exit the wizard.

SAC Tray Application (for Change/Unblock PIN)

InstallShield
< Back Glnstall Cancel

Slika 3
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Nakon zavrSene instalacije pritisnite Finish (Slika 4).

j@SafeNet Minidriver 10.8 R2 - InstallShield Wizard X

InstallShield Wizard Completed
THALES

\

‘ Click Finish to exit Setup.

< Back Cancel
Slika 4

Napomena: Proces instalacije software-a opisanog u sekciji 3.1 je potrebno izvrSiti na svaki racunar
na kome se planira upotreba Thales IDPrime tokena.

3.2 Prkaz serffikata sa Thales [DFrime tokena na
Internet explorer-u

Da bi ste provijerili sadrzaj Thales IDPrime tokena, i validirali ispravan prikaz sertifikata koji se
njemu nalaze, potrebno je povezati Thales IDPrime token sa raCunarom na kome je instaliran
Safenet Minidriver, Cija instalacija je prethodno prikazana u sekciji 3.1 ovog dokumenta. Koraci
koje treba preduzeti su sledeci:

Otvorite Internet Explorer Web browser i izaberite Tools->Internet options kao sto je to pokazano
na slici 5.
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Ctrl+)

Internet options

About Internet Explorer

Slika 5

Na novom prozoru, izaberite Content tab i pritisnite na Certificates (Slika 6).

Internet Options

? X

General Security Privacy Content Connections Programs Advanced

Certificates

Use certificates for encrypted connections and identification.

#

Clear SSL state

AutoComplete stores previous entries
;% on webpages and suggests matches for
you.

Feeds and Web Slices
Feeds and Web Slices provide updated
content from websites that can be read

in Internet Explorer and other
programs.

AutoComplete

oK Cancel

Slika 6

Publishers

Settings

Settings

Apply

Sertifikati koji se nalaze na Thales IDPrime tokenu ¢e se pojaviti unutra Personal tab-a (Slika 7).
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Certificates X

Intended purpose: <All>

Personal  Other People Intermediate Certification Authorities Trusted Root Certification Al * | *

Issued To Issued By Expiratio... Friendly...

L Test Only Test Only (Potpis) Coreit Sub CA 11/30/2023 <None>

GiTest Only Test Only (Autentifikacija) Coreit Sub CA 11/30/2023 <None>

Import... Export... Remove Advanced

Certificate intended purposes

<All>
View

Slika 7

Dvoklikom na jedan od ova dva sertifikata, prikazace Vam se informacije o VaSem sertifikatu kao na

slici 8.

# Certificate X

General Details Certification Path

a Certificate Information

This certificate is intended for the following purpose(s):

*1.3.6.1.4.1.53673.1.1.1.1.1
 All application policies

* Refer to the certification authority's statement for details.

Issued to: Test Only Test Only (Potpis)

Issued by: Coreit Sub CA

Valid from 11/30/2020 to 11/30/2023

7 You have a private key that corresponds to this certificate.

Issuer Statement

Slika 8
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Ako pristupite Certification Path tab-u i dobijete prikaz kao na slici 9 to znaci da su podeSavanja za
sertifikat uredu i da mozete da nastavite sa koriSenjem istog na raunaru na kome je povezan.

a Certificate X
@ Certificate

General Details Certification Path
General Details Certification Path

Certification path
4 Coreit Root CA
Certificate Information = Coreit Sub CA

B Test Only Test Only (Potpis)

This certificate is intended for the following purpose(s):
©136.1.4.1.53673.1.1.1.1.1
« Al application policies

* Refer to the certification authority's statement for details.

Issued to: Test Only Test Only (Potpis)

Issued by: Coreit Sub CA
View Certificate

Valid from 11/30/2020 to 11/30/2023
Certificate status:

|This certificate is OK.

¥ You have a private key that corresponds to this certificate.

Issuer Statement

Slika 9

wah Certificate X wh Certificate X

General Details ~Certification Path General Details Certification Path

Certification path

== Certificate Information & Coreit Root CA
+ Coreit Sub CA
This certificate cannot be verified up to a trusted + Test Only Test Only (Autentifikacija)

certification authority.

Issued to: Test Only Test Only (Autentifikacija)

Issued by: Coreit Sub CA
View Certificate
Valid from 11/30/2020 to 11/30/2023
Certificate status:
[This certificate is OK.

7 You have a private key that corresponds to this certificate.

Issuer Statement

Slika 10
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Ukoliko je prikaz sadrzaja sertifikata kao $to je to na slici 10, gdje se preko ikonice sertifikata nalazi

crveniznak x @8 | satekstom sadrzine “This certificate cannot be verified up to a trusted certification
authority”, koji se nalazi ispod Certificate information, unutar General tab-a, onda treba pristupiti
instalaciji Coreit Root CA i Coreit Sub CA sertifikata prikazanoj u sekciji 3.3.

3.3. Instalacia Coreit Root CA 1 Corelt Sub CA

Da bi ste uspjesno izvrSili instalaciju Coreit Root CA i Coreit Sub CA sertifikata, potrebno je iste
preuzeti sa linkova u nastavku:

Coreit Root CA - https://ca.coreit.me/CoreitRootCA.cer

Coreit Sub CA - https://ca.coreit.me/CoreitSubCA.cer

Nakon uspjeSnog preuzimanja sertifikata, instalaciji istin pristupite dvoklikom na preuzete .cer
file-ove. Za oba sertifikata su pocetni koraci isti.

&# Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
@ Current User
(O Local Machine

To continue, lick Next.

Next Cancel

Slika 11
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Prvo pritsnite Open. Zatim pristupite General tab-u i na dnu prozora izaberite Install certificate.
Pojavice vam se novi Certificate Import Wizard prozor (slika 11).

Izaberite Current user-a i nastavite instalaciju pritiskom na dugme Next. Otvara Vam se novi
prozor gdje birate lokaciju skladiStenja sertifikata. Biranje lokacije na ovom koraku zavisi od sertifikata
kojeg instalirate:

1. Ako vrsite instalaciju Coreit Root CA sertifikata (naziv fajla CoreitRootCA.cer), izaberite
opciju Place all certificates in the following store. Kliknite na Browse i izaberite Trusted
Root Certification Authorities store (slika 12).

& L¥ Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(O Automatically select the certificate store based on the type of certificate
(® Place all certificates in the following store

Certificate store:
‘ Trusted Root Certification Authorities ‘ I Browse...

Next Cancel

Slika 12

2. Ako vrsite instalaciju Coreit Sub CA sertifikata (naziv fajla CoreitSubCA.cer), izaberite
opciju Place all certificates in the following store. Kliknite na Browse i izaberite
Intermediate Certification Authorities store (slika 13).
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€ L¥ Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(O automatically select the certificate store based on the type of certificate

(® Place all certificates in the following store
Certificate store:

[ntermediate Certification Authorities Browse...

Next Cancel

Slika 13

Da zavrsite proceduru instalacije, pritisnite Finish (Slika 14). Prilikom instalacije Coreit Root
CA sertifikata, dobicete upozorenje (Slika 15) na koje ¢e te pritisnuti Yes.

€ & Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have specified the following settings:

Rl e e g Intermediate Certification Authorities
Content Certificate

Cancel
Slika 14
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Security Warning

You are about to install a certificate from a certification
! authaority (CA) claiming to represent:

Coreit Root CA

Windows cannot validate that the certificate is actually from

“Coreit Root CA", You should confirm its origin by contacting
“Coreit Root CA", The following number will assist you in this
process:

Thumbprint (shal): F6471037 D106B3F% 86C71D4B B3DB230F
6F61589A

Warning:

If you install this root certificate, Windows will automatically
trust any certificate issued by this CA. Installing a certificate
with an unconfirmed thumbprint is a security risk. If you click
“Yes” you acknowledge this risk.

Do you want to install this certificate?

Slika 15

Na kraju dobijate obavjeStenje da je instalacija sertifikata uspjeSno izvrSena (Slika 16).

Certificate Import Wizard X

o The import was successful,

Slika 16

Nakon instalacije sertifikata provjerite da li je sadrzaj sertifikat na tokenu prikazan kao na slici 9.
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